5. Accounting of disclosures. All of our patients have the right to re-
quest an “accounting of disclosures.” An “accounting of disclosures” is
a list of certain non-routine disclosures our practice has made of your
PHI for purposes not related to treatment, payment or operations. Use of
your PHI as part of the routine patient care in our practice is not re-
quired to be documented — for example, the doctor sharing information
with the nurse; or the billing department using your information to file
your insurance claim. In order to obtain an accounting of disclosures,
you must submit your request in writing to the manager, or call for
further information. All requests for an “accounting of disclosures”
must state a time period, which may not be longer than six (6) years
from the date of disclosure and may not include dates before April 14,
2003. The first list you request within a 12-month period is free of
charge, but our practice may charge you for additional lists within the
same 12- month period. Our practice will notify you of the costs in-
volved with additional requests, and you may withdraw your request
before you incur any costs.

6. Right to a paper copy of this notice. You are entitled to receive a
paper copy of our notice of privacy practices. You may ask us to give
you a copy of this notice at any time. To obtain a paper copy of this
notice, ask the front desk or call 978-462-8300.

7. Right to file a complaint. If you believe your privacy rights have
been violated, you may file a complaint with our practice or with the
Secretary of the Department of Health and Human Services. To file a
complaint with our practice, contact the manager at 978-462-8300 All
complaints must be submitted in writing. You will not be penalized for
filing a complaint.

8. Right to provide an authorization for other uses and disclosures.
Our practice will obtain your written authorization for uses and disclo-
sures that are not identified by this notice or permitted by applicable
law. Any authorization you provide to us regarding the use and disclo-
sure of your PHI may be revoked at any time in writing. After you
revoke your authorization, we will no longer use or disclose your PHI
for the reasons described in the authorization. Please note: We are re-
quired to retain records of your care.

Our practice will not release the following without obtaining your

written authorization for uses and disclosures that are related to.

®  To disclose PHI about a patient to a third party (i.e., a life insur-
ance underwriter);

®  To market products or services except if the marketing communi-
cation is face to face with the patient or it involves the provision
of services of nominal value;

®  To raise funds for any entity other than our practice;

®  To conduct research, unless your practice has signed a waiv-
er approved by the Institutional Review Board for the use

and disclosure of PHI or has de-identified PHI;

9. Breach notification. You have the right to be contacted in
writing of any acquisition, access, use or disclosure of your PHI
that could pose significant risk of financial, reputational, or other

harm.

Again, if you have any questions regarding this notice or our
health information privacy policies, please contact the office man-

ager at 978-462-8300.

Who Will Follow This Notice

Any health care professional authorized to enter infor-
mation into your medical record, all employees, staff
and other personnel at this practice who may need ac-
cess to your information must abide by this Notice. All
subsidiaries, business associates (e.g. a billing service),
sites and locations of this practice may share medical
information with each other for treatment, payment
purposes or health care operations described in this
Notice.

Changes To This Notice

We reserve the right to change this Notice. We reserve
the right to make the revised or changed Notice effec-
tive for medical information we already have about
you as well as any information we receive in the fu-
ture. We will post a copy of the current Notice, with
the effective date on the posted copy.
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A. Our commitment to your privacy:

Our practice is dedicated to maintaining the privacy of your individual-
ly identifiable health information (also called protected health infor-
mation, or PHI). In conducting our business, we will create records
regarding you and the treatment and services we provide to you. We are
required by law to maintain the confidentiality of health information
that identifies you. We also are required by law to provide you with this
notice of our legal duties and the privacy practices that we maintain in
our practice concerning your PHI. By federal and state law, we must
follow the terms of the Notice of Privacy Practices that we have in
effect at the time.

We realize that these laws are complicated, but we must provide you
with the following important information:

e  How we may use and disclose your PHI,

e Your privacy rights in your PHI,

. Our obligations concerning the use and disclosure of your PHI.

The terms of this notice apply to all records containing your PHI
that are created or retained by our practice. We reserve the right to
revise or amend this Notice of Privacy Practices. Any revision or
amendment to this notice will be effective for all of your records
that our practice has created or maintained in the past, and for any
of your records that we may create or maintain in the future. Our
practice will supply a copy of our current notice at all times, and
you may request a copy of our most current Notice at any time.

B. If you have any questions you may contact the Office Manager.

C. We may use and disclose your PHI in the following ways:
The following categories describe the different ways in which we may
use and disclose your PHIL.

1. Treatment. Our practice may use your PHI to treat you. For exam-
ple, we may ask you to have laboratory tests (such as blood or urine
tests), and we may use the results to help us reach a diagnosis. We
might use your PHI in order to write a prescription for you, or we might
disclose your PHI to a pharmacy when we order a prescription for you.
Many of the people who work for our practice — including, but not
limited to, our doctors and nurses — may use or disclose your PHI in
order to treat you or to assist others in your treatment. Additionally, we
may disclose your PHI to others who may assist in your care, such as
your spouse, children or parents. Finally, we may also disclose your
PHI to other health care providers for purposes related to your treat-
ment.

2. Payment. Our practice may use and disclose your PHI in order to bill
and collect payment for the services and items you may receive from
us. For example, we may contact your health insurer to certify that you
are eligible for benefits (and for what range of benefits), and we may
provide your insurer with details regarding your treatment to determine
if your insurer will cover, or pay for, your treatment. We may disclose
your PHI to your credit card company in order to collect and defend a
charge back on a payment. We may disclose your PHI to other health
care providers and entities to assist in their billing and collection efforts.

3. Health care operations. Our practice may use and disclose your PHI
to operate our business. As examples of the ways in which we may use
and disclose your information for our operations, our practice may use
your PHI to evaluate the quality of care you received from us, or to con-
duct cost-management and business planning activities for our practice.
We may disclose your PHI to other health care providers and entities to
assist in their health care operations.

4. Appointment reminders. Our practice may use and disclose your PHI
to contact you and remind you of an appointment.

5. Release of information to family/friends. Our practice may release
your PHI to a friend or family member that is involved in your care, or
who assists in taking care of you. For example, a parent or guardian may
ask that a baby sitter take their child to the office for treatment. In this
example, the baby sitter may have access to this child’s medical infor-
mation.

6. Disclosures required by law. Our practice will use and disclose your
PHI when we are required to do so by federal, state or local law

D. Use and disclosure of your PHI in certain special circumstances:

The following categories describe unique scenarios in which we may use
or disclose your identifiable health information:

®  Asrequired during an investigation by law enforcement agencies
®  To avert a serious threat to public health and safety

®  Asrequired by military command authorities for their medical rec-
ords

®  Workers’ compensation or similar programs

® Inresponse to a legal proceeding

®  To a coroner or medical examiner for identification of a body
(] If an inmate, to the correctional institution or law enforcement
®  Asrequired by the US Food and Drug Administration

®  Other healthcare providers’ treatment activities

®  Other covered entities’ and providers’ payment activities

®  Other covered entities’ healthcare operations
E. Your rights regarding your PHI:

You have the following rights regarding the PHI that we maintain about
you:

1. Confidential communications. You have the right to request that our
practice communicate with you about your health and related issues in a
particular manner or at a certain location. For instance, you may ask that
we contact you at home, rather than work. In order to request a type of
confidential communication, you must make a written request for further
details contact the office manager at 978-462-8300 specifying the re-
quested method of contact, or the location where you wish to be contact-
ed. Our practice will accommodate reasonable requests. You do not need
to give a reason for your request.

2. Requesting restrictions. You have the right to request a restriction in
our use or disclosure of your PHI for treatment, payment or health care
operations. Additionally, you have the right to request that we restrict our
disclosure of your PHI to only certain individuals involved in your care or
the payment for your care, such as family members and friends. You have
the right to restrict PHI related to paid out of pocket services. In order to
request a restriction in our use or disclosure of your PHI, you must make
your request in writing to the office manager Your request must describe
in a clear and concise fashion:

* The information you wish restricted,

» Whether you are requesting to limit our practice’s use, disclosure or
both,

* To whom you want the limits to apply.

3. Inspection and copies. You have the right to inspect and obtain a copy
of the PHI that may be used to make decisions about you, including pa-
tient medical records and billing records. You must submit your request in
writing to the Manager or you may call 978-462-8300 for further infor-
mation in order to inspect and or obtain a copy of your PHI. Our practice
may charge a fee for the costs of copying, mailing, labor and supplies
associated with your request. Our practice may deny your request to in-
spect and or copy in certain limited circumstances; however, you may
request a review of our denial. Another licensed health care professional
chosen by us will conduct reviews.

4. Amendment. You may ask us to amend your health information if you
believe it is incorrect or incomplete, and you may request an amendment
for as long as the information is kept by or for our practice. To request an
amendment, your request must be made in writing and submitted to the
manager or call 978-462-8300 for more information. You must provide
us with a reason that supports your request for amendment. Our practice
will deny your request if you fail to submit your request (and the reason
supporting your request) in writing. Also, we may deny your request if
you ask us to amend information that is in our opinion: (a) accurate and
complete; (b) not part of the PHI kept by or for the practice; (c) not part of
the PHI which you would be permitted to inspect and copy; or to inspect
and copy; or (d) not created by our practice, unless the individual or entity
that created the information is not available to amend the information.



